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Introduction

The ability to connect via large social network platforms has been celebrated by social

scientists, policy makers, and human rights groups across the world as an empowering new

way for ordinary citizens to collectively mobilise against repressive rulers. Amidst the civil-

ian uprisings that spread like wildfire across the Middle East and North Africa in 2011,

social media was declared the principal tool of the protest movement, with journalists and

researchers proclaiming that in the 21st century, ‘the revolution will be tweeted’ (Houn-

shell, 2011). In consequence, the opportunities offered by the digital media to previously

marginalised voices of dissent, and the role they play in facilitating protest and resis-

tance, have become the subject of extensive research (Tufekci, 2017; Steinert-Threlkeld,

2017). In addition to the euphoric accounts of the digital revolution there is, however,

increasing evidence that shows how behind the scenes, governments across the world have

been continuously developing and refining a whole arsenal of tools to surveil, manipulate,

and censor the digital flow of information in the realm of their authority (Roberts, 2018;

Deibert et al., 2010).

This article investigates to what extent Internet restrictions are part of larger repressive

campaigns instigated by governments set on maintaining political control. I argue that

increased use of social media presents governments who fear for their political survival with

a dilemma. On the one hand, dissidents and opposition groups are empowered through

the use of social media; on the other hand these platforms offer themselves to previously

unseen levels of surveillance and manipulation. States face a trade-off: the more they

restrict access to the Internet and with it diminish opposition groups’ capabilities, the

less they are able to monitor the digital exchange of information to their own advantage.

Vice versa, increased Internet access offers opportunities to surveil potential challengers,

but simultaneously provides the digital infrastructure for opposition groups to organize

and develop their capabilities. Strategies of Internet control can be situated along a

continuous dimension ranging from full censorship on the one side to uncensored access

and active surveillance on the other side.1

1The level of sophistication with which surveillance and censorship is conducted varies pro-
foundly (Deibert et al., 2010), and some countries, such as China, invest substantial resources to first
surveil and then censor information being exchanged by their citizens (see King, Pan and Roberts, 2013).
However, the choice to, and extent of, censoring remains highly relevant for all governments, as overly
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I argue that the choice of Internet control inevitably limits the use of some forms of vio-

lence and enables the use of other forms. Digital surveillance operations - which require a

certain level of Internet access - provide highly specified intelligence on the intentions and

location of opposition leaders, which should in turn enable governments to use targeted

violence. Increased censorship - which in turn removes access to information - severely

limits the choices for violent action on the side of the government, by censoring its own

access to intelligence on precise targets. In areas and during times of increased censor-

ship, state-sanctioned violence is likely to affect the domestic population indiscriminately.

However, this relationship is mediated by local conditions that determine whether Inter-

net controls will be more or less useful than more traditional forms of control. I expect

that digital surveillance will be particularly useful for governments in areas that are not

fully under their control.

To empirically test my argument, I turn to the Syrian conflict, where I analyze how sub-

national variations in Internet accessibility affect the regime’s use of repressive strategies,

looking at the period from June 2013 to April 2015. The Syrian conflict is one of the first

conflicts where lines between online and offline conflict engagement have become blurred.

From the outset of the conflict, digital media and communication has played a central

role in both the regime’s and the anti-government groups’ strategies of contestation. The

Syrian government has a demonstrated history of using telecommunications to spy on its

own population, and with the introduction of social media in Syria, expanded its control

of networks to this new form of communication. Likewise, it has, at different points in

time, limited regional accessibility to the Internet across the entire country.

I present new data on killings by the regime and use text classification via supervised

machine-learning to categorize over 65,000 observed records into targeted and untargeted

acts of violence. To account for unreported events, I estimate actual levels of violence using

multiple recapture estimation. I find that higher levels of information accessibility are

associated with a substantive increase in both the proportion and absolute scale of targeted

repression, whereas areas with little or no access witness more indiscriminate campaigns

of violence. The increase is particularly pertinent in areas where the regime cannot rely

ambitious restrictions have the potential for provoking self-censorship (Roberts, 2018) or inciting un-
rest (Hassanpour, 2014).
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on traditional networks of control, such as areas outside of their ethnic strongholds. The

empirical analysis accounts for a range of important confounders, different measures of

Internet accessibility, and a variety of different model specifications. The findings highlight

the ambiguous role digital technologies play in contentious settings, providing low-cost

coordination mechanisms for challengers, but equally informing governments’ repressive

strategies in previously unexplored ways.

Broadening the repressive toolkit in the digital age

Governments intent on maintaining power over all adversaries have long combined the

use of information control and restriction with the use of violence against those deemed

threatening to their authority (Van Belle, 1997). Traditionally, more extreme forms of

controlling information have been implemented by banning newspapers, radio and tele-

vision stations, and targeting journalists (Whitten-Woodring, 2009). Less extreme forms

have included the surveillance of news agencies, as well as the banning and alteration of

individual media content. Overly zealous restriction has the potential of backfiring, when

citizens rate the absence of reporting as ‘bad news’ (Shadmehr and Bernhardt, 2012, 26),

and thus lower their support for the ruling elite. Conversely, leaders fear that free and

public criticism of their policies might jeopardize their standing even more. The rise of

citizen journalists working independently of traditional news agencies and sharing con-

tent via Internet platforms has changed the dynamics and tools used by both state and

opposition forces considerably (Aday, Farrell and Lynch, 2010). Information shared via

the Internet poses a particular threat to governments, as it is harder to control both the

content producers and consumers, and it spreads information considerably faster than tra-

ditional media. At the same time, the decentralized nature of the Internet has broadened

the repertoire of surveillance and infiltration for governments (Morozov, 2012).

The toolbox of instruments that states can use to repress their citizens has broadened

with the rise of digital media and communication technology. Governments now have the

option of controlling whether and in what form citizens are able to connect online, as well

as the ability to extensively surveil online communication (MacKinnon, 2012). However,

so far there has been a lack of research on how the states’ use of violence is affected by
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these changes, despite the fact that there has been ample research demonstrating how the

dramatic increase in collective organization via social media platforms has made states

more susceptible to both internal protest and dissent (Earl and Kimport, 2011; Pierskalla

and Hollenbach, 2013).

While state control of the Internet is widespread, the methods used vary widely (Gunitsky,

2015; Deibert et al., 2010). Deibert et al. (2010) contend that while early digital controls

- practised in countries such as Uzbekistan, Turkmenistan, the United Arab Emirates,

and Saudi Arabia - involved the consistent blocking of websites, governments now make

use of more dynamic, case-specific restrictions that are only used in response to changes

in the political and social environment. Such controls are often implemented under the

pretense of national security and implemented dynamically when and where the state

perceives itself to be under imminent threat, such as during protests, strikes, or in post-

election periods (Deibert et al., 2010, 24-25). For example, during the 2009 uprising,

the Iranian government allegedly disrupted Internet access in the immediate aftermath of

the elections (Aday, Farrell and Lynch, 2010, 20-21), so as to avoid growing unrest. In

Syria, country-wide shutdowns generally coincide with more intense government violence,

indicating that they are employed to strategically weaken the coordination capabilities of

the opposition (Gohdes, 2015). Research on China shows that significantly more content

inciting collective organization is removed than other content, even when it explicitly

criticises the ruling party (King, Pan and Roberts, 2013).

The majority of research dealing with Internet controls in the context of contentious

politics has focused on how Internet restrictions might quell or instigate unrest and re-

bellion (Kalathil and Boas, 2003; Little, 2016). In the context of violent state repression,

the benefits of refraining from Internet restrictions to surveil the exponential increase in

user-generated content via the Internet have remained largely under-studied (MacKinnon,

2012). Although the use of surveillance to facilitate targeted arrests and elimination of

threats to the political survival of regimes has long since been a part of the repertoire

of coercive tools used by governments, the Internet has radically facilitated and reduced

the costs of mass surveillance (Deibert, 2003). For example, in the pre-Internet era, even

state authorities known for their meticulous approach towards mass surveillance, such as

the German Staatssicherheit in the German Democratic Republic, were constrained by
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technological and human capacity limits when listening in on phone calls, positioning staff

in next-neighbouring homes, and getting neighbours, family and friends to spy on each

other.

Surveillance via the Internet offers a multitude of new opportunities for governments who

are fearful for their political survival. Merely providing improved communication networks

can already facilitiate the sharing of information on the location and planned activities

of dissidents or insurgents (Shapiro and Weidmann, 2015). But many governments em-

ploy modern tools that allow them to intercept information exchanged via social media.

Such information and the corresponding meta-data can help identify those deemed most

threatening, and it also reveals information about friends, followers and fellow activists

who are most likely to sympathise with the opposition’s actions and beliefs (Marczak

et al., 2014). Autocratic regimes increasingly also make use of social media channels to

enforce their own political and social agenda (Gunitsky, 2015), divert attention (King,

Pan and Roberts, 2017), and discredit opponents (Tufekci, 2017). Importantly, Internet

accessibility is a precondition for these tactics to work.

Digital controls and state violence

I argue that restricted network access is likely to go hand in hand with broader, more

indiscriminate campaigns of state violence. In contrast, maintaining network connections

in order to digitally surveil citizens can support regimes in identifying specific, individual

threats, and therefore will be associated with more targeted repressive campaigns.

The two policy options available to governments that are under consideration here are the

use of Internet controls and the use of violent state coercion. I assume that a repressive

strategy is chosen if government actors expect it will help eliminate or at least mitigate the

threat posed, for example, by an insurgency, mass uprising or even smaller-scale protest.

Ideally, such a strategy would involve identifying those individuals or organizations that

are genuinely challenging, or in favor of challenging, the authority’s position and elimi-

nating them, for example through arrest, expulsion, disappearance, or even violent death.
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To do this, leaders need identifying information (Shapiro and Weidmann, 2015; Kalyvas,

2006).

Freely accessible digital communication channels provide governments with a means of

digital surveillance, which can be used to identify perceived central threats with higher

levels of details and accuracy. The main tradeoff involved is that for surveillance to work,

critical information needs to be exchanged, which in turn can further strengthen the ties of

those opposed to the government. For example, the Iranian government limited Internet

access during the national elections in 2009, while both Turkey and China have blocked

individual social media accounts during mass protests. These policies aim at restricting

criticism and calls for collective organization in order to maintain control and stability.

However, stability comes at the price of information loss (Lorentzen, 2013).

Surveillance facilitates targeted violence

In order for government actors to employ digital surveillance tools, the targeted population

needs to have access to the Internet. Where citizens freely converse with others online,

they generate vast amounts of information that can be used to create nuanced models

of interaction, perceptions, location, intention, and network of collaborators for each

citizen (Lyon, 2009). Public and private events organized and distributed via social media,

email, and other channels can easily be anticipated, and potential participants anticipated

and placed under even closer surveillance. Each individual’s friends, followers, call logs,

newsletters, subscriptions and text messages can be used to obtain an understanding of

how resistance movements are organized, and who constitutes the central actors. Once

these particular ‘threats’ are identified, location-based services can aid in isolating and

targeting them.

The data gleaned from tracking online conversations can help identify dissidents early and

in a precise way, and provide governments with an opportunity to target dissidents who

have either organized dissident activities in the past, or are planning future events. When

opposition activities do erupt, surveilling the entire population’s response to it can help

anticipate the potential for future rebellion and assess how such activities affect public

opinion. Surveilling known dissidents’ devices can help identify networks of opposition

6



groups, including their location, their supporters’ locations, as well as their means of

accessing material support (Marczak et al., 2014).

The collection of highly specified intelligence on the intentions and location of critical

players in anti-government movements enables state violence to be more targeted and

tailored towards individuals (Galperin, Marquis-Boire and Scott-Railton, 2013). Digital

surveillance during full Internet accessibility is therefore likely to increase states’ use of

targeted, individualised violence against domestic threats. I therefore expect that, all else

equal, government provisions for the free exchange of information are likely to be positively

associated with a targeted coercive response tactic.

Untargeted violence in the face of censorship

Disrupting full or partial access to the Internet is, from a technical standpoint, low-

cost and quick to implement. Temporary digital restrictions can be excused as technical

failures, giving governments, at least for a short time, the possibility to plausibly deny

active involvement. Responsibility is particularly easy to deny in situations where access

is not fully shut down, but bandwidth is merely throttled.

The benefits of restricting accessibility are manifold. First, the restriction of previously

accessible social media platforms means the collective organization of dissent and rebellion

must revert back to slower forms of communication, which can lead to significant delays

and inefficiencies for opposition movements. Online message systems have revolutionized

the way in which resistance groups and insurgencies stay connected, and losing said access

can deal a significant blow to groups intent on maintaining a cohesive and hierarchical

opposition to the government. Reports from both the Syrian and Libyan battlefields even

indicate that unexpected interruptions of Internet accessibility can stifle groups’ military

capabilities by cutting off their access to important geographical services, such as Google

Earth (Keating, 2013).

But even where opposition groups have developed the capacity to maintain cohesion and

control in the absence of network access, the shutdown of connectivity allows governments

to further isolate groups from their core support network. In contentious contexts where
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opposition groups resist or even actively fight the government, garnering and maintaining

support for the opposition can be a key strength of otherwise weak actors (Arreguin-Toft,

2001; Valentino, Huth and Balch-Lindsay, 2004). In modern conflicts opposition groups

increasingly rely on digital channels to reach both new potential supporters and fresh

recuits. Material support no longer requires local interactions, when financial transactions

can be made through mobile phones. Individuals in distant locations can demonstrate

their solidarity through the spreading of messages as well as the collection of financial

support. When governments limit Internet accessibility in areas where opposition and

resistance groups are located, they thus not only hinder said groups’ abilities to organize

and fight, they also limit their access to moral and material support.

Lastly, restricting digital communication channels can significantly complicate the ex-

change of information that is critical of the government. Reducing the volume of local

‘negative press’ can make it increasingly hard for individuals to assess the extent to which

fellow citizens are frustrated with the political status quo, and possibly willing to resist or

fight to change it. As a consequence, citizens may revert to falsifying their preferences, by

keeping their true opinion to themselves, as open opposition is deemed to risky (Kuran,

1997).

While this process may lead to a temporary increase in outward-facing obedience, the

lack of local information on regime support and dissatisfaction may prove dangerous in

the long run (Lorentzen, 2013). Where a government has opted for the use of Internet

disruptions to avert the further spread of unrest, it has therefore simultaneously limited its

own access to crucial intelligence. I argue that governments limiting access to the Internet

are likely to implement this form of control in conjunction with violent coercive strategies

that are indiscriminate in terms of whom they target. Not only are anti-government

groups barred from organizing online, state forces now also lack access to information

about the disaffected citizens. In addition, loyal civilian supporters of the government

are prohibited from sharing knowledge about developments on the ground with them via

the Internet (Shapiro and Weidmann, 2015). In short, states sabotage their own access

to information on the identity and location of the most ‘dangerous’ dissidents. The use

of violence will inadvertently become increasingly indiscriminate. I therefore expect that
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government restrictions on the free exchange of information are likely to be positively

associated with a larger, untargeted coercive response tactic.

Under what conditions are digital controls useful for regimes?

While ample research suggests that governments across the world are heavily investing in

Internet controls (Deibert, 2003), their importance for informing states repressive strate-

gies are likely to vary, both across regimes2 and by local context within regimes. Here, I

focus on local differences.

Digital controls are likely to be particularly important where other forms of more tradi-

tional control are proving to be less effective. For example, digital surveillance will prove

to be more useful where state forces have fewer opportunities to tap into other networks

to obtain critical information needed to target specific dissidents and opposition activists.

Conversely, in areas that offer alternative means of obtaining such information, states

will be less reliant on digital forms of surveillance to achieve their goals. For example,

in areas traditionally known to exhibit strong loyalties to the ruling regime (for example

through ethnic, religious or political linkages) digital surveillance may play less of a role

in acquiring information about ‘enemies of the state’, as government supporters may be

more willing to freely share such information with state authorities. Digital disruptions

that aim at limiting access to the Internet may even backfire in such areas, as those loyal

to the government may feel they are being unnecessarily punished.

In contexts where the government is fighting armed internal opposition groups, citizens are

more likely to feel safe in sharing such information where the government exhibits a strong

local presence, such as when it controls the majority of the territory (Kalyvas, 2006).

Digital surveillance is thus likely to be particularly useful for governments in areas that

are not fully under their control. I therefore expect that government provisions for the free

exchange of information (enabling digital surveillance) will be positively associated with a

targeted repressive campaign, in particular in areas not fully controlled by regime.
2The importance of digital controls in states’ repressive strategies may vary between regimes in terms

of states’ capacities to implement and make use of digital controls effectively, the level of Internet pen-
etration within a given country, and the degree to which opposition or dissident groups rely on digital
communication.
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Digital controls in the Syrian Conflict

Surveillance and Internet restrictions have a long history in Syria, where the first nation-

wide monitoring system was commissioned by the Syrian Telecommunications Establish-

ment (STE) in 1999 (Privacy International, 2016, 8). A few weeks before the first mass

protests ensued across Syria in March 2011, the regime led by President Bashar Al-Assad

lifted a large number of bans on social networking platforms, including Facebook and

YouTube. Up to that point, the Assad regime had maintained the most regulated media

and telecommunications landscape in the Middle East (OpenNet Initiative, 2009).

The Syrian regime’s extensive use of surveillance technology following the unblocking of

social media suggests that the government’s intentions behind lifting the ban were to

obtain information on the location, identity and extent of opposition activities within its

own borders. Lifting the ban offered the regime a low-cost and effective way to expand

surveillance and gain a clearer picture of state enemies (see e.g. MacKinnon, 2012). Over

the course of the conflict, the regime has also implemented irregular nationwide shutdowns

of the Internet, but more importantly, it has strategically limited accessibility in different

parts of the country (Freedom House, 2015). Telecommunications in Syria remain highly

centralized, allowing the government to maintain full control of the network. Shutting

down the Internet as systematically as has been observed in Syria suggests that the

shutdowns are implemented through technical configurations, and not through physical

failures or cut cables (Perlroth, 2013).

Given the central role social media has played for all actors involved in the conflict, the Syr-

ian government’s use of surveillance techniques and Internet controls comes as no surprise.

Researchers have documented the use of blanket communication monitoring technol-

ogy (Privacy International, 2016), imported surveillance and censorship software (Chaa-

bane et al., 2014), targeted malware attacks against opposition groups (Galperin, Marquis-

Boire and Scott-Railton, 2013), and the employment of their own ‘Syrian Electronic

Army’ (Al-Rawi, 2014).

In a 2016 report, Privacy International summarized Syrian Internet control accordingly (Pri-

vacy International, 2016, 8):
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The Government maintains tight control of telecoms services through the

telecom regulator and owner of the nation’s telecommunications infrastruc-

ture, Syrian Telecommunications Establishment (STE). The use of censorship

technologies to filter political, social, and religious websites, and to conduct

surveillance on citizens is widespread. Targeted cyberattacks including gen-

eral phishing, more targeted ‘spear-phishing’, the use of malware and ‘Trojan

horse’ viruses against individuals and organizations; and distributed denial

of service (DDoS) attacks against websites are widespread. Journalists and

activists have been identified using these tactics and subsequently arrested.

Researchers have repeatedly highlighted the extensive use of surveillance to identify ac-

tivists and defectors on social media. For example, phishing attacks, where users are

coaxed into submitting their usernames and passwords on fake webpages, are used to in-

filtrate individuals’ social network accounts and glean identity and location information of

other activists. When individuals are arrested, they are then usually required to share the

passwords of their social media and email accounts (Hashem, 2015), allowing authorities

to use these to gather more information. Anecdotal evidence suggests that opposition

members and activists exposed to malware have thereafter been arrested, and have had

interrogators mention interception of digital information to them (Marczak et al., 2014,

7-8).

The Syrian Conflict therefore presents a suitable case to empirically test for the interplay

between government-implemented Internet controls and the use of violence repression.

The Syrian government has a long history of mass surveillance of its population, and due

to monopolization of the telecommunications sector remains in full control of the national

Internet infrastructure. It is therefore reasonable to assume that where Internet accessibil-

ity is limited, it is limited intentionally, and where it is not limited, this freedom of access

is equally intentional. It is also reasonable to assume that where Internet accessibility is

available, surveillance technology is being employed.
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Data

To investigate the relationship between Internet accessibility and the type of repressive

strategy, I analyze the Syrian government’s use of targeted and untargeted violence be-

tween June 2013 and April 2015, in two-week intervals. For each of the 14 Syrian gover-

norates and every two-week time period, I establish the number of targeted killings (yjt),

and the number of untargeted killings (zjt), which together form the overall number of

killings per observation (Njt = yit + zit).

A new measure for regime violence

The analysis relies on combined information about lethal violence in Syria that was col-

lected by four different data documentation groups: the Syrian Center for Statistics and

Research (CSR-SY)3, the Syrian Network for Human Rights (SNHR)4, the Damascus

Center for Human Rights Studies (DCHRS) Website5, and the Violations Documentation

Centre (VDC)6. Each group documents individual killings, including the victims’ names,

date of death, location, and a number of covariates, including the cause of death and the

circumstances under which the death occurred. The detailed circumstantial information

available for each victim allows the analysis to move beyond body counts towards a more

fine-grained measure on the nature of violence used by the Syrian government at a specific

time and location.

To compile the full database, I pooled all records by the four sources into one dataset,

and performed semi-supervised record-linkage techniques in order to account for killings

that were documented by more than one source.7 Each record is compared to every other

record in order to identify records that refer to the same victim. Some victims were found

in two, three, or even in all four original data sources. Others were only documented by

one group.
3http://csr-sy.org/
4http://www.syrianhr.org/
5http://www.dchrs.org/english/news.php?aboutus
6http://www.vdc-sy.org/
7See appendix for detailed information on the record-linkage procedure.
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For each unique killing, the documentation provided by the different sources on event

circumstances is clustered so as to obtain as much information per record as possible.8

To categorize each record as a specific type of killing (either targeted or untargeted), I

make use of supervised text classification. Based on a training set of 2347 records which

I classified by hand, I train the model to predict the type of killing for the remaining

records. A third category is classified which includes all victims killed by non-government

forces, which I drop from the analysis.9

The operational definition for targeted and untargeted violence used here builds on work

by Kalyvas (2006), Steele (2009), and Wood (2010). In this context, state violence is

defined as targeted if the victim was killed either due to individual or collective char-

acteristics. Since it is not possible to measure the government’s intent directly, I rely

on documented information regarding the circumstances of violence to infer the probable

intent. All incidences where the victim was not selected on the basis of individual or

collective characteristics are assumed to be the result of untargeted violence. I use su-

pervised machine-learning to classify over 65,000 aggregated reports on individual killings

that were committed by the Syrian regime (and pro-government forces) between June

2013 and April 2015 (see Price, Gohdes and Ball, 2016).

In the hand-coded training set, records are classified as targeted killings if the circum-

stances described in the aggregated report 1) indicate that the victim was selected based

on his/her specific characteristics (e.g. ‘killed because he refused to[...]’, ‘dissent’ ) and/or

2) indicate that the method of killing was of a selective nature (e.g. executed by sniper,

hanging, beheading, set afire), and/or 3) the method of killing was accompanied by other

violations of a selective nature (e.g. arrest, detention, prison, ‘found with hands/legs

tied’). The majority of targeted killings are classified based on method of killing, or

accompanying violations (e.g. torture) that indicate targeting.

Records are classified as untargeted killings if the circumstances described in the ag-

gregated report 1) indicate that the victim was not selected based on his/her specific

characteristics (e.g. ‘stepped on a landmine’), and/or indicate that the method of killing
8See appendix for details and examples.
9Since all of the documentation groups focus on violence perpetrated by regime forces, the number

of records collected on killings in this third category is too small to provide a representative sample of
non-regime perpetrated killings.
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was not selective (e.g. explosion, bombing, shelling, mortar, chemical, toxic cases), and/or

3) the method of killing was not accompanied by other targeted violations.10

The classification presented here uses the gradient booster xgboost (Chen et al., 2017) to

classify the records according to these categories. A variety of different algorithms were

tested, including support vector machine-learning and random forest models, however,

the results based on the extreme gradient booster provided the highest overall algorithm

performance. Performance statistics as well as the n-grams with the highest feature

importance for each of the categories are reported in the appendix. Table A10 shows that

the most important features for the classification model reflect the conceptual distinctions

very well.

Of the 65,274 records, 2,380 of the recorded killings were perpetrated by other conflict

actors and thus excluded from the analysis. The overwhelming majority of the records

collected by the four human rights groups indicate untargeted violence, and more than

10,000 are classified as targeted instances of state repression.

Dealing with underreporting

Variations in reporting can be a serious problem in the analysis of event count data (Weid-

mann, 2016), in particular when attempting to compare patterns of categories of violence

that occurred under different circumstances. Simple event counts are likely to be un-

representative of actual patterns of violence in the present analysis. The likelihood that

targeted and untargeted violent events are reported with a different probability is high.

Furthermore, the main variable of interest - variations in Internet accessibility - may

influence the ability to report, which by consequence would lead to reports of violence

affecting to the level of information accessibility.

Through the de-duplication process all records that describe the same killing are collapsed,

removing duplicate reports of the same incidence. Because the database merges 4 data

sources, the overlaps (or intersections) between them can be used to estimate 4-system

multiple recapture models that can predict the number of unreported regime killings (Lum,
10Note that the coding of targeted and untargeted killings is highly conflict and actor specific. For

example, armed actors, such as the provisional IRA did in Northern Ireland (Heger, 2015), may use small-
scale bombings to target their enemies. In the Syrian conflict, the use of barrel bombs and indiscriminate
bombardment by the government as a means of indiscriminately killing civilians has been extensively
documented (Pinheiro, 2015).
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Price and Banks, 2013; Hendrix and Salehyan, 2015). The estimation of unreported

regime fatalities helps account for possible underreporting in the datasources that would

otherwise bias the results of the analysis. I opt for a set of multiple recapture models

developed by Madigan and York (1997), which are designed to deal with dependency

between different sources, as it occurs when different data collection efforts occasionally

work together or have the same primary source. Details on the estimation prodecure can

be found in the appendix.

Internet accessibility

To measure regional network accessibility in Syria, I make use of survey data collected by

the Syria Digital Security Monitor (SDSM), a project funded by the SecDev Foundation.11

Since June 2013, SDSM has surveyed all Syrian districts every two weeks12 in order to

establish the degree of digital accessibility across the country. The survey asks respondents

to separately rate their ability to use the Internet (distinguishing between DSL, 2G,

and 3G) as well as mobile phones on a four-point scale, where 1 = general availability,

2 = available often, 3 = intermittent availability, and 4 = no availability. To ensure

comparability, SDSM attempts to survey the same set of respondents in every wave,

but also makes use of social media sources.13 I test the effect of connectivity using

two measures of wireless Internet connectivity (2G and 3G networks), and an additional

measure for mobile phone network access. To obtain a standardised unit of analysis, the

accessibility measures are aggregated to an average continuous measure of accessibility at

the governorate level, measured in two-week intervals. To ease interpretation, the scale

is reversed, so that lower values indicate lower levels of accessibility and higher values

indicate higher levels of accessibility.
11https://secdev-foundation.org/
12For a select few months, only one survey is available, not two.
13Personal communication with SecDev Foundation staff.
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Figure 1. Network (mobile phones, 3G, and 2G) accessibility by Syrian governorate, June
2013 - April 2015.

Figure 1 plots the level of network accessibility (Mobile Phones, 3G and 2G) by gover-

norate for the time period of this study, 01 June 2013 - 30 April 2015. Where the lines

spike, regular or full Internet access is available. Some areas, such as Tartus, which is

predominately government controlled, and Damascus, which has been mostly contested,

have had relatively uninterrupted internet access for the majority of the time under inves-

tigation. The northern governorate of Ar-Raqqah, an IS stronghold throughout the period

under investigation, is the only one to have been almost entirely cut off from both Inter-

net and mobile phone access during the period under investigation (Al-Hussien, 2017).

Many regions, however, have been subjected to high levels of fluctuation, including Hama,

Homs, Idlib, Daraa, Aleppo, and the region surrounding the capital of Damascus (known

as Rif Dimashq or Rural Damascus). While these regions have been at the center of some

of the worst fighting between regime and opposition forces, the average level of control

varies between them.
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It is important to note that in all of these regions, accessibility is not continuously de-

creasing, a pattern we might expect to see if Internet access were tied to technical failures

stemming from irreparable damage by destruction of infrastructure. Instead, we see that

access is frequently lost for short periods of time and then increases again, only to decrease

in the following month.

Confounders

Armed group presence. I rely on data collected by the Syria Conflict Mapping Project

(SCMP) that is part of the Carter Center to construct an indicator of individual armed

group presence and territorial control.14 The SCMP collects the most accurate and de-

tailed open source information on conflict events occurring across the country to date,

including information on changing relationships between the main conflict actors. The

project tracks more than 5,000 local communities and determines which conflict party is

in control. While the SCMP tracks thousands of local opposition groups, for the purpose

of this study I follow their broad categorization of four main conflict lines: opposition

forces, Islamic State forces, government forces, and Kurdish forces.15

I create a number of aggregate measures from the community-level control data that

reflect armed group presence, control, and temporal changes in control at the governorate

level to match the information on regime violence and Internet accessibility.

The main measure of control is a categorical variable which takes on the name of the

group that has more than 60% of all communities in a governorate under its control.

When and where none of the groups holds more than 60% (such as in Aleppo in January

and July 2014), the variable is coded as contested control.16 In order to measure the

government’s local presence more precisely, I also include the actual percentage of control

for the government. To account for the changing role of Internet controls in different

local contexts I interact both measures of armed group presence with levels of Internet

accessibility.
14See https://www.cartercenter.org/syria-conflict-map/.
15See appendix for further details.
16I specify alternative models where I alter the 60% threshold to 70% and find consistent results. See

Table A6.
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Figure 2 shows the average proportion of targeted killings, depending on territorial control.

Unsurprisingly, the proportion is highest in areas under government control. In areas

controlled by opposition forces, and areas where control is contested the proportion is

significantly lower, yet still makes up 13% of all killings. The proportion is lowest in areas

controlled by Kurdish forces, and by Islamic State.

10 %

11 %

13 %

13 %

24 %

Islamic State

Opposition

contested

Kurds

Government

0 5 10 15 20 25
% targeted violence

co
nt

ro
lle

d 
by

:

Figure 2. Percentage of violence that is targeted, by type of control.

The type of repression used by the government might be dependent on whether the gov-

ernment is losing or winning territory. A categorical variable based on the percentages of

control measures whether the government gained or lost territory, or whether it remained

constant (govt gains/ govt losses/ constant). For example, in January 2015 the govern-

ment lost territory in Aleppo, but gained ground in the northeastern Al-Hasaka.

Whether the government is predominately using targeted or untargeted repression at a

given time in a given area is likely to also be dependent on their overall conflict engage-

ment. To account for conflict intensity, I include the overall logged number of killings

perpetrated by the government in the empirical model.

Politically relevant ethnic groups have made up an important part of the ongoing Syrian

conflict. In addition to the predominant Sunni Muslims, the Alawi, Druze, Kurdish

and Christian Syrians form politically ethnic groups. To measure ethnic group presence, I

make use of the GeoEPR Dataset (Wucherpfennig et al., 2011) which codes the geographic

location and time period of politically relevant groups for the entire world, starting in

1946. As the Assad regime belongs to, and has historically predominantly recruited its

inner circle from the Syrian Alawite community, I interact Alawi presence with Internet

accessibility to account for other forms of control that may be at play in traditional
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government strongholds. To account for socio-demographic factors I include population

size (logged), as well as levels of unemployment as a proxy of regional economic strength,

which may influence both the government’s willingness to restrict Internet access, as well

as their choice of violence.17 To account for unobserved temporal conflict dynamics I

include temporal fixed-effects.

Results

The government’s repressive tactic is operationalized as consisting of two components,

namely the perpetration of targeted and untargeted killings. Comparing the number of

targeted and untargeted killings to each other allows us to account for differences in the

nature of violence across both time and locations. I therefore analyze both manifestations

of violence within the same empirical model. For every two-week period t and governorate

j, I model the number of targeted killings (yjt) as compared to the total number of killings

per observation (Njt), which is the sum of targeted (yit) and untargeted killings (zit). I

fit a generalized linear model, where:

yjt ∼ Bin(πjt, Njt) (1)

and

πjt = logit−1(β ∗ internetjt +Xjtγ) (2)

.

The dependent variable is the number of targeted killings yjt, modeled as the proportion of

the total number of killingsNjt.18 The probability (πjt) of an individual killing being either

targeted or not is dependent on the level of internet accessibility internetjt, parameter β, a

number of control variables Xjt and a vector of parameters γ. Xjt includes the regression
17The data are downloaded from the Syrian Central Bureau of Statistics 2011 year book at: http:

//www.cbssyr.sy/yearbook/2011/Abstract_2011.rar
18The binomial regression model weighs observations by overall number of killings to account for

uncertainty. For example, an observation where 300 of overall 1,000 killings were targeted will be weighed
more heavily than an observation where 3 of overall 10 killings were targeted, even though they both
have the same percentage of targeted killings.
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constant, as well as the variables previously discussed. All models are calculated with

governorate-level clustered standard errors.19

Table I presents a number of regression models investigating the relationship between

Internet accessibility (measured as third generation (3G) of wireless mobile Internet) and

the proportion of targeted government repression.20 The first model includes the basic

set of explanatory variables, whereas the second model replicates the first with time

fixed-effects. The AIC and BIC show that accounting for unobserved temporal dynamics

considerably improves the model fit. The third model includes a measure for conflict

intensity (log number of state-perpetrated killings), and the fourth model additionally

accounts for territorial wins or losses on the side of the government.
19Section A.1 of the appendix replicates these results using negative binomial count models to investi-

gate the relationship between Internet accessibility and the number of targeted killings, and the number
of untargeted killings.

20Tables A3, A4, and A5 present results for alternative Internet access measures.
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I II III IV V VI VII
Intercept −2.486∗∗∗ −2.558∗∗∗ −1.419∗∗∗ −0.929 −0.417 −2.020 −4.273∗∗

(0.209) (0.269) (0.407) (0.550) (0.366) (1.289) (1.359)
Internet access (3G) 0.268∗∗ 0.294∗∗ 0.268∗∗ 0.267∗∗ 0.301∗∗ 0.366∗∗ 1.003∗∗∗

(0.094) (0.090) (0.085) (0.087) (0.115) (0.119) (0.133)
% Govt control 0.019∗∗∗

(0.004)
Internet (3G) * % Govt control −0.015∗∗∗

(0.002)
Govt control 0.905∗∗ 0.962∗∗∗ 1.228∗∗∗ 1.223∗∗∗ 0.256 1.047∗∗ 0.886∗∗

(0.345) (0.275) (0.292) (0.297) (0.367) (0.328) (0.270)
IS control 13.995∗∗∗ 14.838∗∗∗ 14.385∗∗∗ −0.506∗ 13.714∗∗∗ 14.090∗∗∗ −0.831∗∗

(1.178) (1.188) (1.176) (0.241) (1.167) (1.167) (0.257)
Kurd control 0.159 −0.472 −0.649 −2.263 −0.615 −0.149 −0.713

(0.810) (1.166) (1.103) (1.350) (1.079) (1.131) (0.485)
Opp control 1.110∗∗∗ 1.238∗∗∗ 0.847∗∗ 0.867∗∗ −0.669∗ −0.212 −0.173

(0.316) (0.348) (0.328) (0.333) (0.304) (0.370) (0.176)
Internet (3G) * Govt control −0.214 −0.249∗ −0.354∗∗ −0.345∗∗ −0.147 −0.414∗∗∗

(0.136) (0.115) (0.121) (0.123) (0.140) (0.124)
Internet (3G) * IS control −14.069∗∗∗ −15.012∗∗∗ −14.888∗∗∗ −14.851∗∗∗ −14.800∗∗∗

(1.095) (1.111) (1.104) (1.104) (1.102)
Internet (3G) * Kurd control −0.132 0.330 0.135 1.686 −0.023 −0.183

(0.666) (0.968) (0.912) (1.094) (0.894) (0.870)
Internet (3G) * Opp. control −0.609∗∗∗ −0.762∗∗∗ −0.601∗∗∗ −0.620∗∗∗ 0.301 0.248

(0.165) (0.194) (0.179) (0.181) (0.160) (0.197)
# Killings (log) −0.196∗∗∗ −0.194∗∗∗ −0.300∗∗∗ −0.343∗∗∗ −0.528∗∗∗

(0.054) (0.055) (0.051) (0.072) (0.077)
Govt gains 0.778∗

(0.375)
Govt losses 0.620

(0.449)
Christian 0.084 0.366∗∗ 0.444∗∗∗

(0.123) (0.124) (0.118)
Alawi 1.505∗∗ −1.268∗∗∗ −0.893∗∗∗

(0.562) (0.195) (0.201)
Druze −0.535∗ −0.214 0.261

(0.209) (0.213) (0.225)
Kurd −0.597∗∗ −0.503 −0.617∗

(0.210) (0.267) (0.248)
Internet (3G) * Alawi −0.969∗∗∗

(0.178)
Pop (log) 0.220 0.504∗∗

(0.177) (0.187)
Unempl. (%) −0.015 −0.002

(0.013) (0.013)

Temporal FEs D D D D D D

AIC 11310.335 9255.292 9097.176 8910.211 7256.724 7450.581 6922.218
BIC 11355.012 9501.015 9347.367 9159.171 7529.253 7727.578 7190.280
Log Likelihood −5645.168 −4572.646 −4492.588 −4399.106 −3567.362 −3663.291 −3401.109
Deviance 9032.435 6887.391 6727.276 6594.656 4876.823 5068.681 4544.318
Num. obs. 640 640 640 626 640 640 640
∗∗∗p < 0.001; ∗∗p < 0.01; ∗p < 0.05. Reference category: Contested control. Governorate-clustered SEs.

Table I. Internet accessibility (3G) and proportion of targeted killings (generalized linear
regression, binomial with logit link).

Across all four specifications, Internet accessibility is positively and significantly correlated

with an increase in the proportion of targeted state violence, offering support to the

relationship proposed in this paper. All models account for territorial control where

contested control is the reference category. The results show that across all models, areas
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with contested control display a positive and significant relationship between increased

Internet access and targeted killings. Where neither the government (nor any other group)

has the upper hand, it is likely to use Internet access as a means to obtain intelligence

that in turn supports targeted violence.

When controlling for unobserved time-specific effects, government control of a territory

is a significant predictor of an increasingly targeted repressive campaign, when compared

to areas of contested control. This confirms established theoretical and empirical findings

on the relationship between territorial control and the nature of violence (see Kalyvas,

2006), which predict that in zones where armed actors control the territory, they will also

be more likely to use a targeted repressive tactic. The results here thus also function

as a validation of our repression measure. When controlling for conflict intensity and

control, neither wins nor losses in government control are significantly associated with

changes in targeted repression. Across the first four models, opposition-controlled areas

are also associated with a more targeted campaign of violence than areas where control

is unclear. Conflict intensity is consistently negatively and significantly associated with

lower proportions of targeted violence, suggesting that larger repressive campaigns tend

to be more indiscriminate in nature.

Model 5 shows that the association between Internet access and state violence is mediated

by the presence of Alawi citizens, who are traditionally known for their loyalty towards

the Assad regime. While Internet access remains significant in this model, the interaction

term between accessibility and Alawi presence is both negative and significant. Figure 3

simulates the expected proportion of targeted killings (based on Model 5, with 95% con-

fidence intervals), given no or full Internet accessibility, in both Alawi and non-Alawi

regions, using governorate-clustered standard errors. In non-Alawi regions, all else equal,

the proportion of targeted killings perpetrated by the government is significantly and

substantially higher when the Internet is fully accessible than when the Internet is shut

down. In areas that are traditionally known to be inhabited by large amounts of regime

supporters Internet accessibility, if anything, indicates a negative relationship between

access and targeted violence. The results offer support for the empirical expectations:

Internet control, through the provision or limiting of accessibility, will be a useful tool for
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governments to enhance their repressive capabilities, in particular when and where they

cannot rely on other forms of more traditional control mechanisms.
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Figure 3. Expected proportion of targeted killings, given Internet accessibility and
whether a region is inhabited by the Alawi minority.

Model 6 further includes measures for population size and unemployment, while model 7

accounts for a more nuanced relationship between Internet access, control, and targeted

repression by including the percentage of government control in a given region, as well

as the interaction between government control and Internet accessibility. Internet ac-

cessibility is consistently associated with higher proportions of targeted violence. Other

variables of interest exhibit fluctuating results. More populous regions seem to be asso-

ciated with higher proportions of targeted violence, but the results are only significant

when the more fine-grained measure of government control is included in model 7. Regions

with Druze presence are also associated with lower proportions of targeted repression, but

when controlling for population size and unemployment, the results don’t hold. Regions

with Christian presence are significantly associated with higher proportions of targeted

repression through the regime, and regions with Kurdish presence with lower proportions,

but not when controlling for population size and unemployment.
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Figure 4 simulates the expected proportion of targeted killings, given different levels of

Internet accessibility and different degrees of government control. The left panel shows

the relationship between Internet accessibility and targeted repression, where all other

variables are held constant, and the government is in control of only 20% of the territory.

An example of this would be Idlib governorate in northwestern Syria in early 2014. The

expected proportion of targeted killings in areas where the government has little control

and where there is no Internet access is around 15%, which is corroborated by the numbers

presented in Figure 2. However, holding government control constant, the left panel shows

that with increasing Internet accessibility, the proportion of targeted killings increases

significantly and substantially. The middle panel shows the same relationship between

Internet access and targeted repression for a scenario where the government controls 40%

of the territory. The proportion of targeted repression starts out at a similar level, but

the increase, while still substantial, is not as pronounced as in the previous panel. The

right panel simulates areas where the government controls the majority of the territory.

The proportion of targeted violence starts out at a significantly higher level, indicating

that the government uses more targeted violence in areas it controls, regardless of Internet

accessibility. But here, increasing Internet accessibility is not associated with a significant

increase in targeted killings, indicating that the regime is likely relying on more traditional

forms of intelligence gathering in areas under their own control.
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Figure 4. Expected proportion (83% and 95% confidence intervals) of targeted killings,
given Internet accessibility and different levels of government control.
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Figure 4 shows that the relationship between Internet accessibility and state repression

is clearly mediated by levels of local territorial control. Internet control loses its impor-

tance with increasing government strength at the local level. Here, other forms of more

traditional control allow the government to calibrate its repressive response. In contrast,

Internet accessibility is significantly associated with a substantive increase in targeted

repression when and where the government has less local power. Here, Internet controls

constitute a crucial tool in the regime’s repressive strategy.

Conclusion

Much has been written about how digital technology is changing the way non-state groups

come together to mobilize against repressive governments, some studies pointing to the

ways in which increasingly networked populations will experience more (Pierskalla and

Hollenbach, 2013) or less (Shapiro and Weidmann, 2015) non-state violence. Yet little is

currently known about how governments use their ability to control the Internet to inform

their own use of coercion. In this paper I argue that governments strategically manipulate

Internet control - the provision or limiting of Internet access - as part of their repressive

toolkit.

The analysis presented in this paper offers a number of interesting findings. Across a range

of model specifications it shows that higher levels of Internet accessibility granted by the

government are significantly and substantially associated with a more targeted strategy

of regime violence. In contrast, where Internet access is limited or shut down, the Syrian

government employs a significantly more indiscriminate campaign of violence. However,

this relationship is mediated by local conditions that determine whether the regime is

able to rely on more traditional forms of intelligence, or whether digital surveillance

will enhance their ability to target those deemed threatening to their political survival.

The results show that Internet controls become increasingly important with decreasing

levels of government control. In contrast, in areas inhabited by the Alawi minority,

traditionally known to support the Assad regime, Internet accessibility is not associated

with higher levels of targeted violence. In such areas the government is more likely to
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rely on conventional forms of obtaining information. Similar dynamics are observable in

regions and at times when the government controls most of the territory.

The analysis presented here studies a large-scale civil conflict involving a highly repressive

government, as well as numerous violent, armed, non-state actors. It represents a more

extreme case in which a government makes use of coercive measures against challenges to

its political stability. The repressive choices discussed in this paper, however, are likely

to be relevant in other contexts where governments are prepared to use repressive tools

against a real or perceived threat. While the scale at which states will use violence will

differ, mass uprisings or even smaller-scale protests perceived to be of particular danger

to the government’s stability may trigger similar choices. Evidence suggests that the

Bahraini government has used an arsenal of hacking tools to target activists prior to

arresting them. In Ethiopia, the government shut down Internet access and reportedly

killed almost one hundred protesters in the summer of 2016. In Sudan, Internet access was

cut in September 2013 amidst a violent crackdown on anti-government protesters.

While repressive governments are adapting their tactics to the new digital reality of con-

flicts, previous research on surveillance suggests that these new methods will also stimulate

learning on the side of the opposition (Sullivan and Davenport, 2018). Indeed, activists

across Syria have, as the conflict progresses, become increasingly savvy in circumventing

digital controls, for example by making use of encrypted software, switching to conven-

tional walkie-talkies when planning military offensives, and listening in on the regime’s

military communications (Hanna, 2015). The Syrian case underlines how opposition re-

liance on the Internet can clearly be a double-edged sword. At the individual level, the

acquisition of sophisticated knowledge to securely communicate, work, live, and travel

without leaving a digital footprint may well become a matter of survival for anyone in-

tending to challenge repressive government. At the international level, legal and normative

pressure to regulate the export of dual-use technology intended to be used against regular

citizens and political opponents will be of utmost importance to tackle this issue (Wagner

et al., 2015).

The findings bear important implications for the future dynamics of violent conflict. The

evidence presented here suggests that Internet controls could provide tech-savvy govern-

26



ments with a new tactical advantage in civil conflicts, whereby they may now be able to

access information on zones of conflict that were previously hard to access with more con-

ventional intelligence tools. Even before unrest becomes visible, citizens who show signs

of opposing viewpoints are now liable to be placed under close surveillance, long before

their political preferences become publicly known. This, in turn, is likely to influence

the characteristics of regime stability, opposition tactics, the propensity for full-fledged

conflict, and the nature of conflict termination in ways that are to date entirely under-

researched. Both research and policy will have to rethink the role of Internet control in

state repression.
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