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The Relationship between State and Cor-
porate Censorship

by Anita R. Gohdes

University of Zurich

In the fall of 2018, the 20 most frequently accessed web-
sites worldwide almost exclusively included search en-
gines, such as Google, Baidu, and Yandex, and social
media platforms, such as YouTube, Facebook, Twit-
ter, and Weibo." As more people are connecting to
the world wide web across the globe, more users are
spending longer hours on a smaller number of websites.
In countries that have only recently experienced rising
levels of digitalization, many users access the Internet
through zero-rated services, such as Facebook’s Free
Basics, that allow them to surf a small set of websites
(including a lightweight version of Facebook) for free
while having to pay for further access (Global Voices

! An exception is Wikipedia, which is ranked fifth, according to Alexa.
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Netizen Report Team, 2016). It is therefore not surpris-
ing that Facebook has become synonymous with the
Internet in some parts of the world (Mirani, 2015).

The increasing amount of time spent on just a small
set of websites is indicative of the increasing central-
ization of digital content on the Internet, and the ris-
ing power of a small number of technology companies.
Governments intent on blocking access to certain con-
tent are finding themselves confronted with shifting
challenges. One of these challenges includes having to
negotiate terms and regulations with these tech giants.
In some cases, these companies are partially or even
fully controlled by state interests, allowing governments
to continuously develop their censorship methods to
match the changing modes of Internet usage. Scholars
researching digital censorship in China have expertly
demonstrated this trend (Roberts, 2018; MacKinnon,
2011; Xu, Mao and Halderman, 2011). Many countries,
however, lack the capacity to build their own function-
ing Internet ecosystem. As a result, most of the popular
content sharing platforms used by citizens in repressive
states tends to be controlled by foreign companies.”

I. Government Censorship

Governments all across the world use a variety of tools
to block access to specific websites that have been classi-
fied as threatening (Deibert et al., 2008, 2010). Figure 1
shows Internet censorship efforts by governments in
2017, where “censorship attempts include Internet fil-
tering (blocking access to certain websites or browsers),
denial-of-service attacks, and partial or total Internet
shutdowns” (Coppedge et al., 2018, 181). Some coun-
tries maintain so-called ‘blocklists’ that are given to In-
ternet service providers to block user requests to web-
sites specified on the lists. In Russia, the government
set up a blocklist in 2012, and has since then added
thousands of banned websites to this list.> Cyberattacks
aimed against websites” servers (for example, through
denial of service attacks) can take down websites for
certain periods of time while allowing state actors to
deny involvement (Zuckerman et al., 2010). For exam-

ple, Burmese activists have been confronted with a wide
range of cyberattacks for the past decade, many of which
are “consistent with government and military interest
in information control and censorship” (Villeneuve and
Crete-Nishihata, 2011, 235).

Censorship methods such as blocking websites or
ordering cyberattacks are generally assumed to work
effectively when targeted websites provide fringe con-
tent — content that is not necessarily in high demand
with a large part of the population — and when the
techniques chosen to block access are reasonably reli-
able. The centralization of content on certain websites
poses a risk to both of these conditions. First, censor-
ing popular platforms is a lot harder than censoring the
websites of individual groups. If activists mostly publish
their information on personal websites, the majority of
a country may not be particularly concerned if access
to that website is blocked. But when such content is
distributed via highly popular platforms such as Twitter
or Facebook, shutting down access to said websites can
quickly provoke national outrage, as was the case when
Twitter and Facebook were briefly blocked in Egypt
in 2011 (Arthur, 2011). When activists therefore rely
on platforms built for mass communication — such as
mainstream social media sites — they ultimately make it
harder for governments to censor them without alarm-
ing the broader population (Zuckerman, 2015). While
the rising importance of platforms used by the majority
of a country’s population means that shutting down one
or two popular services can effectively remove access for
large parts of the population, many governments have
experienced how such blocks can backfire and provoke
protest and unrest from previously ‘unpolitical’ citizens.

Second, in relying on the infrastructure of large
companies, activists and other opposition groups find
themselves less vulnerable to conventional cyberat-
tacks.# Larger social media platforms employ their own
cybersecurity teams and usually pay for extensive secu-
rity measures to protect their servers from such attacks.
While there have been attempts in recent years that have
managed to successfully attack the servers of larger on-

*For an excellent overview of corporate ethics and decision-making in the context of government-requested Internet filtering, see Zit-

train and Palfrey (2008).

3Digital activists have been collecting a list of the banned websites at https://reestr.rublacklist.net/.
*Cyberattacks against the websites of activists and independent media outlets nevertheless continue to occur all over the world, even if
many groups are now less vulnerable than they used to be. The continuously high number of attacks indicates that censorship may not be

the only rationale for these attacks.

*In relying on the ‘protection’ of large social media platforms, activists are, however, frequently subjected to issues related to the com-
panies’ own regulatory agendas. Community guidelines, as well as platform-specific rules and regulations, frequently target minorities and
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Figure 1: Internet Censorship Efforts in 2017

Internet censorship efforts in 2017 _

(VDEM, IRT model)

line platforms, they are usually mitigated within a short
period of time.> Effectively and reliably censoring con-
tent through the use of cyberattacks has therefore be-
come increasingly challenging for governments.

Repressive states now face the choice of shutting
down access to entire websites, thereby potentially an-
tagonizing their own support base, or granting access
to it, thereby potentially allowing opposition groups to
increase their public support.® Technology companies
on the other hand have a strong incentive to increase
their user base in as many countries as possible, which
means that country-wide shutdowns should be avoided
at all costs. Against rising pressure from governments
across the world, including the pressure of democratic
governments legally demanding the removal of content
that violates domestic law,” many social media compa-
nies have put in place systems to deal with content re-
moval requests.

4 2 0

1II. States versus Twitter

The micro-blogging platform Twitter has published lim-
ited information about the types of removal requests
they receive by governments since 2012. The company
reports the number of legal demands directed at con-
tent (or active accounts) posted on Twitter in six-month
intervals.® Starting in December 2017, the company,
following its ‘Country Withheld Content Policy, now
informs users when a tweet is withheld in a certain
country due to local laws or other legal demands (Kessel,
2017). Twitter may also withhold entire accounts in re-
sponse to legal demands. The data is available for down-
load and distinguishes between requests that are based
on court orders and requests that are based on other
legal demands brought forward by specific government
agencies or the police.® Together with the received re-
moval requests, it also publishes the percentage of re-
quests where at least some content was subsequently

may lead to content being deleted or hidden without any government involvement (York, 2017a,b).
¢ Another strategy used by governments is to overwhelm platforms with pro-government messages (Roberts, 2018; Gunitsky, 2015)
7Examples of this include hate speech laws in both Germany and France.
81t has also recently started to report requests to remove or withhold content or accounts to Lumen, a platform created by the Berkman
Klein Center at Harvard to study requests to remove content from the web.
°See Twitter’s report on removal requests at https://transparency.twitter.com/en/removal-requests.html.
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withheld by the company.

In what follows, I present a short descriptive anal-
ysis of government-requested removals and Twitter’s
subsequent compliance with said requests. Analyzing
both the number of requests and the company’s will-
ingness to comply offers a first insight into the complex
and evolving tension between the censorship ambitions
of governments and the risk calculations of tech com-
panies.

III. Removal Requests

In Figure 2, I plot the number of removal requests for
the countries with the most removal requests between
2012 and 2017.'° Following Twitter’s bi-annual report-
ing, the requests are presented for six-month intervals.
The top left panel shows the overall trend for this time
period. Between 2012 and 2014 few countries made
requests to remove content. The number of requests
then jumps from roughly 1, 000 overall requests at the
beginning of 2015 to over 6, 400 removal requests at the
end of the same year. While the number of court orders
slightly increases in 2016 (from 486 at the end of 2015 to
761 in the first half of 2016, and 894 in the second half),
the rise in removal requests is mostly due to the almost
ten-fold growth in other types of legal demands. Look-
ing at the most frequent requesting countries, we see
that this increase is mostly due to rising requests com-
ing from Turkey and Russia. In 2017 alone, over 2, 500
removal requests were filed by agencies of the Russian
government, and Twitter complied with removing at
least some content in over 50% of these cases.

IV. Compliance

In Figure 3, I show the level of compliance displayed by
the company for the same subset of countries. Com-
pliance with removal requests varies substantially both
across countries and within countries over time. This
variation indicates that the process of complying with
requests involves some assessment of both the type of re-
quest made and the possible repercussions that the com-
pany expects to face if it rejects a request. Twitter fails
to comply with all legal demands brought forward by the
governments of Indonesia, the United States, and South
Korea, and only complies with a very small percentage
of requests made by the United Kingdom. For requests
made by Japan, France, India, and Germany, compli-

ance seems to be, albeit weakly, inversely correlated with
the number of requests issued: the more content that
governments request be removed, the less Twitter seems
to comply with the requests. In the case of Russian re-
quests, the pattern looks quite different. Even though
the number of takedown requests has dramatically in-
creased in the past few years, Twitter has frequently
complied with almost half of those requests. Overall
Twitter displays some of the highest levels of compliance
both in relative and absolute terms to requests issued by
Russian government agencies.

While the rising importance of
platforms used by the majority of a
country’s population means that
shutting down one or two popular
services can effectively remove
access for large parts of the
population, many governments have
experienced how such blocks can
backfire and provoke protest and
unrest from previously ‘unpolitical’
citizens.

The Turkish government’s relationship with social
media platforms is an instructive case to study the intri-
cate relationship between corporate and state interests.
Turkey’s citizens are extremely active on social media,
and Twitter in particular enjoys high popularity, not just
from voices critical of the government, but also from
Erdogan supporters (Dogramaci and Radcliffe, 2015).
Studies of the Gezi Park protests that dominated Turkish
politics in 2013 have repeatedly indicated the key role
that social media played in light of the high levels of tra-
ditional media censorship (Barbera et al.,, 2015). And as
Zeynep Tufekci writes,

Twitter is not just a protest tool in Turkey,
nor just a place where the growing corrup-
tion scandal [in 2014 was] discussed. It’s
also used by large numbers of government
supporters, including almost all of the lead-
ing officials and parliamentarians from the
ruling party. It’s an entrenched part of the
networked public sphere (Tufekci, 2014).

In February 2014, the Turkish government intro-
duced far-reaching amendments to an existing Internet

*The graph includes ten countries with the most legal removal requests, as well as Brazil, which has few overall requests but the second

highest number of court-ordered removals.
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Figure 2: Twitter Removal Requests from the Most Active Countries, 2012-2018
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Note: Figure 2 plots the number of removal requests made to Twitter by the ten countries (and Brazil) with the most legal removal requests.

Figure 3: Compliance with Removal Requests from the Most Active Countries, 2012-2018
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Figure 4: Daily Tor Users in Turkey, 2014
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Note: Figure 4 shows the change in the daily number of Tor users in Turkey after a court order was issued to completely block Twitter in
2014. The number of Tor users is calculated as the estimated number of clients connecting to Twitter via bridges.

law that would essentially allow the government to re-
quest the blocking of websites without obtaining a court
order (Freedom House, 2014). One month later, against
the backdrop of massive protests (Arsu, 2014), a court
order was issued to block Twitter completely after the
company failed to respond to the government’s requests
to remove certain accounts. Given the large number of
active Twitter users in Turkey, the company was quick
to condemn the shutdown of their site (Gadde, 2014).

Following the shutdown, the number of people us-
ing circumvention tools to access Twitter from within
Turkey increased massively. Figure 4 shows how the
estimated daily number of Tor users increased in the
days following the Twitter ban."* The numbers reported
here are quite small, but are indicative of the fact that
the proportion of Turkish Internet users who accessed
some type of circumvention tool increased rapidly in
response to the shutdown.

At the beginning of April, the court order was over-
ruled, and the following day Twitter was unblocked in
Turkey. Following this brief episode of extreme block-
ing and the subsequent popular outrage, the Turkish
government started making more extensive use of the
platform’s ‘country withheld content’ option. The re-
quests start out quite sparingly in the first half of 2014
with a mere 186 requests, but by the second half of 2014

the number has already risen to 500. In 2015 the num-
ber further increases, going from 718 in the first half of
the year, to 2, 211 by the end of December.

Twitter’s compliance pattern changed considerably
throughout this time. After the company failed to re-
move content prior to being shut down in Turkey in
March 2014, it complied with about half of all requests
by the end of 2014. However, with massively increasing
demands by the Turkish government starting in 2015,
the company slowly moved towards noncompliance, es-
sentially ignoring the government’s requests by the end
of 2017. Starting at 34% in 2015, compliance falls all
the way to 3% in 2017. While these numbers merely de-
scribe the company’s level of compliance, the patterns
we see here are compatible with a development whereby
the company decided to show goodwill and cooperate
with the government’s takedown requests in the after-
math of being banned, but then over time weighed the
benefits of compliance with the Turkish government’s
preferences against its international image as a purveyor
of freedom of expression. The company may also have
calculated a diminishing risk of being fully shut down
again.

The massive backlash in 2014 may have contributed
to the fact that the Turkish government has been fairly
restrained in its use of full shutdowns of Twitter since

""Tor software allows users to surf the Internet anonymously, thereby circumventing blocks directed at users in certain locations.
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then. For governments intent on blocking access to
specific content on large social media platforms, re-
questing specific content to be removed may be more
effective than shutting it down entirely. Fewer people
are likely to resort to circumvention tools when con-
fronted with selective censorship than when confronted
with indiscriminate censorship (Hobbs and Roberts,
2018). However, the large volume of requests submit-
ted by the Turkish government to Twitter demonstrates
the tension that exists between the company’s corporate
interests and the government’s censorship ambitions.

Opverall the Turkish government’s ambitions to cen-
sor the Internet seem to have increased. In 2017, the
government started to block access to Wikipedia fol-
lowing the introduction of a new law that allows cen-
sorship of content deemed to be obscene or a threat to
national security (Farid, 2017). Furthermore, accord-
ing to journalists, throttling — slowing access to — the
Internet has become a new popular strategy to keep crit-
ical voices, such as those of journalists or activists, from
using the Internet for their work (Rios Yaguez, 2017).

With the increasing ambitions of governments to
censor and regulate online content, and the increasing
power concentrated in the hands of a few technology
companies, investigating the tensions and balancing
act that characterize the relationship between corporate
and state interests will become vital for our understand-
ing of censorship and control of the Internet.
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